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82pc consumers think online
advertisers obtain too much personal
information: report
January 26, 2015

Affluent cons umers are concerned about the s ecurity of their pers onal information

By NANCY BUCKLEY

Privacy and security are major concerns for online shoppers, with 91 percent of
consumers worried about their control of personal information gathered and used by
companies, according to a report from Adroit Digital.

Online privacy laws are designed to protect consumers from fraudulent activities, but 73
percent of shoppers think online privacy is an illusion. Luxury brands with ecommerce
options are handling information of consumers with higher credit limits and larger
checking accounts than the average shopper, so offering and upholding strict privacy and
security regulations are vital for gaining consumers’ trust.
"I think the one thing that everyone needs to understand is that you are talking about data
you are collecting," said Rania Sedhom, managing partner at Sedhom & Mayhew, New
York.
"No matter what you are collecting, you have three responsibilities," she said. "One is
protect it, the other is to store it the right way and the last is to get rid of it when you are

done."
Ms. Sedhom is not affiliated with Adroit Digital, but agreed to comment as an industry
expert.
Adroit Digital was unable to comment by press deadline.
“Privacy and Security in the Digital Age: How Consumers View the Collection and Use of
T heir Personal Data Online" was conducted from July 29 to Aug. 25, 2014. T he survey
targeted a random sample of United States consumers who self-identified as 18 or older
and who own a smartphone and a PC. T wo thousand people completed the survey.
Privacy, please
Privacy and security are two separate concerns, according to 69 percent of the people
surveyed. By definition privacy deals with the secrecy of something and security is the
freedom from risk, so online, consumers should be able to make purchases in private and
do so without any dangers.
For a consumer, the notion of feeling safe is overwhelmingly more important than
transactions being private. T he level of security changes across devices and platforms.

Security and privacy
On a laptop, consumers generally feel safer than on a mobile device and social media
sites carry the greatest concern for security and privacy concerns. However, retail sites
are the second highest concern among respondents.
When it comes to trusting a merchant, especially in times of security breaches, 45 percent
of consumers feel as if their financial institution will protect them, and not the company.
Consumers have a deep-seated distain for abusers of their privacy and security and claim
that if there was a breach they would stop using the company and if a site were to sell their
personal information to vendors they would immediately and permanently stop using the
site.
Also, 39 percent of these consumers would remember this security breach forever.

Government regulation is another concern among online shoppers.
Seventy percent of consumers do not think that the government protects privacy and
security especially when it comes to the digital advertising seen online.
T he concern is even greater among those between 45 and 54 years old. T his same age
group is also more uncomfortable than most with the amount of information that online
advertisers have about them.

Consumers lose control
In regards to online retail, 58 percent of consumers are uncomfortable with the amount of
personal information that is required to receive special offers and services.
Across the spectrum of the Internet, the only truly trusted sites are bank and financial
institutions.
Seventy-five percent of those polled trust banks and only 4 percent trust retailers.
T ravel sites and applications saw the lowest results, with only 1 percent of consumers
trusting their information to these platforms.
All of these concerns lead to challenges for online retailers because, although problems
do arise, there are inconsistencies among consumers.
For instance, 33 percent of individuals do not read any and only 53 percent read some of
the privacy and security terms and conditions.
Also, 75 percent of consumers believe they are freely giving up some of their privacy
rights by using the Internet.
T he problems and apprehensions about Internet privacy and security could be lightened
with collaborative works between the government, online advertisers, consumers and
third-party entities.
Fifty-four percent of respondents think the issues are solvable and 59 percent claim to
have seen improvement over these issues in the past five years.
In-house problems

Privacy and security are not solely consumer issues.
More than 63 percent of retailers list payment security within their top three priorities for
2015, according to a new report by Boston Retail Partners.
While most retailers have been breached at least once, largely publicized data losses
within the past year have brought to light the need for further security procedures.
Establishing revamped systems can help prevent hackers from accessing client
information and help retailers retain consumers’ trust (see story).
Last January, Neiman Marcus worked to fix security flaws that made December 2013’s
credit breach possible, but the extent of collateral damage done to its reputation will be
measured in the months to come.
Although the less than 1 million credit cards compromised at Neiman’s seems minimal
compared to the potentially 110 million affected at T arget, consumers
were understandably rattled and even outraged, which likely hindered sales. If consumers
feel that their credit identity is at risk with every swipe at a major retailer, the damage
could take years to mitigate (see story).
When brands collect information, it is vital that their consumers understand why the
specific data is being sought and how it will be secured.
"T hings are going to change, they always do," Ms. Sedhom said. "I think the main thing is
for the brands to figure out the information they need and tell the consumer where the info
is [and that] we take your privacy seriously.
"It is two-way street," she said. "It is unfair to blame brand marketers because they are not
forcing you to provide info. It is voluntarily."
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