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As digital channels become increasingly important for retailers' businesses, cyber security has jumped to the top of
industry insiders' lists of concerns.

A report from BDO finds that 100 percent of retailers cite privacy concerns from a security breach as a worry, up
from 55 percent in 2011. With highly publicized cases of hackers successfully sticking their hands in retailers' client
data, the possibility of a potential break in security seems more realistic.
"T he number of cyber incidents are on the rise across industries, but the retail industry has been particularly hard
hit," said Doug Hart, partner in the consumer business practice at BDO.
"Retailers are in a particularly precarious position because they not only have to protect their sensitive data but their
consumers' personal information as well," he said. "T he industry has been victim to some of the most highprofileand most expensivedata breaches to date.
"Retailers also face a growing regulatory and compliance burden. On the one hand, retailers are increasingly
penalized for failure to adequately protect customer dataone of the few instances where the victim is blamed for the
crime committed against them. Regulators, including legislators and the executive branch, have their eye on cyber,
and retailers will inevitably wind up in the cross-hairs.
"T here's also been a heightened focus on the issue of consent when it comes to sharing consumer data with the
passage of the General Data Protection Regulation in the EU and controversy surrounding data encryption."
T he 10th BDO Retail Riskfactor Report analyzes and ranks the risk factors mentioned in the most recent 10-K filings
for the 100 largest publicly traded retailers based in the U.S.
Risky business
T ied for first place with cyber security is the general economic climate. T his has been mentioned by all respondents
for the past three years.
However, compared to 2015, with its stock market volatility, retailers seem more optimistic in general. When asked
about specific economic factors, including energy and oil prices, unemployment rates and interest rates, these
concerns weigh less on retailers in 2016.

However, within the United States, retail sales are not measuring up to economist and industry forecasts, with
lackluster sales. Despite consumer confidence being up, spending is lukewarm, giving 87 percent of retailers
concerns about expenditures.
Back in 2007, expanding the retail network was at the top of retailers' minds. However, as spending declined in 2008
and 2009, retailers regrouped.
For one, Bloomingdale's worked to achieve a slimmer, more efficient space when it renovated its Stanford
Shopping Center store.
T he location in Palo Alto, CA became the smallest full-line Bloomingdale's in the brand's portfolio and set the
template for future expansion. As technology continues to transform the shopping experience, many brands are
finding that they can do more with less (see story).
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T he physical store presence is changing with the increase in online channels, making the risks surrounding owning
or leading real estate a concern for more than half of those surveyed. Some retailers are therefore reconfiguring
their stores, shrinking the square footage to make them more cost effective.
Compared to the 27 percent that said that competition for prime real estate was a worry last year, 46 percent cite
concerns for commercial lease competition this year.
"We've seen an accelerated decline in mall traffic since the second half of 2015," Mr. Hart said. "Brick-and-mortar
will continue to be tested, particularly in traditional mall locations, and specifically for stores that are not in 'A'
locations.
"Having said that, there are plenty of opportunities for retailers to see growth on alternative channels such as online,
mobile, social media and more," he said. "Overall, our most recent CFO survey projected roughly a 3 percent
increase in sales for 2016, so there still appears to be opportunities for growth apart from traditional mall foot
traffic."

Dior store at South Coast Plaza
Brands are also likely to see more competition for another resource: personnel. With a better employment rate,
qualified store employees and distribution center workers may look elsewhere for jobs in search of better wages.
Labor issues in general rank ninth on the list, with 91 percent saying they are concerned about issues like staffing
and health coverage. Seventy-three percent consider attracting and retaining management staff a risk.

Digital doubts
As brands increase their digital presences, IT and technology systems have become a more widespread concern,
cited by 93 percent today compared to half of the respondents in 2007. Similarly, changing Internet trends and
obstacles to a brand's ecommerce efforts are mentioned by 57 percent today, compared to just 28 percent in 2013.
Among ecommerce concerns are the rise in costs to ship packages, as carriers including USPS and UPS raise their
rates and pure players such as Amazon make expedited shipping a mandatory cost of doing business. Even with
alternative solutions, including click and collect and using stores as fulfillment centers, shipping is costing more
for retailers.
With competition heating up, retailers are merging and acquiring other businesses to boost their capabilities. For
instance, Saks bought Gilt Groupe and Net-A-Porter and Yoox joined forces as a luxury ecommerce powerhouse. All
of these moves made competition a top concern for 98 percent of retailers.

Gilt's mobile platform
Cyber security has been a fast growing concern, and for good cause. BDO cites research from Ponemon, which
found that retailers are attacked roughly eight times a year or more.
Luxury brands are not immune to cyber attacks, with Neiman Marcus falling victim to a credit card security breach
around the 2013 holiday season (see story).
Retailers have invested in software and have established plans to combat potential attacks, but increasingly
sophisticated hackers keep them on their toes.
Another cause for concern is that retailers are now being charged with more responsibility for credit card security.
U.S. creditors have made EMV compliance mandatory, requiring retailers to upgrade their POS systems to accept
chip-enabled cards or face financial consequences for fraudulent purchases.
BDO stresses preparedness, saying that retailers should expect attacks and plan their responses ahead of time. T his
includes monitoring for intruders on their systems, training and running through scenarios with employees and
sharing knowledge across the industry.
Certain concerns remain top-of-mind regardless of external factors. For instance, compliance with federal, state
and/or local regulations has been in the top 10 since the beginning of the report.
For those seeking an international presence, complying with regulations and barring against currency issues is a
global affair.
Retailers frequently focus on logistical concerns when expanding their ecommerce availability to a new market, but
they should also be focused on tailoring their online shopping experience to the local preferences of consumers,
according to a new report by Pitney Bowes.
Consumers are becoming more aware and inclined to purchase online from a retailer in another country, making it
a missed opportunity if brands do not have a global ecommerce platform. From the ways in which consumers find
products to their favored device for completing a transaction, many regional and cultural differences abound that
need to be taken into consideration (see story).
"Shopping continues to shift from the mall and brick-and-mortar to various digital channels," Mr. Hart said. "Mobile

commerce in particular has taken off, as consumers embrace the convenience of on-the-go shopping
recommendations and purchasing capabilities.
"Luxury brands need to be adopting omnichannel approaches to business in order to stay relevant," he said.
"Opportunity is ripe for luxury brands to capitalize on consumer behaviors on mobile platforms and social media.
"In our RiskFactor Report, more than 50 percent of companies cited risks related to owning and leasing real estate as
a risk. With the new lease accounting standard going into effect, we're going to see many retailers take a fresh look
at their real estate strategies."
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