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Apple will make it harder for marketers  to access  user data. Image credit: Apple

 
By SARAH RAMIREZ

Technology giant Apple is continuing its pro-privacy crusade, but its latest features may alienate many developers
and advertisers.

With Apple's forthcoming iOS 13, announced during its Worldwide Developers Conference on June 3, it will be
easier than ever for consumers to protect their personal information and prevent third parties from exploiting user
data. This places Apple in direct opposition to technology companies Google and Facebook, who have drawn user
and government scrutiny over their use of consumer data.

"The fact that Apple continues to position itself toward privacy is not surprising," said Dan Goldstein, president and
owner of Page 1 Solutions, Lakewood, CO. "The company has been trending this way since Facebook got caught in
its privacy scandals, and the features outlined at WWDC are another step in that path.

"Most consumers treat online ads as a nuisance, and sometimes they are," he said. "However, targeted display
advertising is a powerful tool for connecting consumers with the goods and services they care about.

"To the extent that Apple's new data privacy features negatively impact user experience in apps offered by Google
and Facebook, that may hurt advertisers and consumers alike."

Protecting personal data
One of the most important announcements at WWDC was the debut of "Sign in with Apple," a new way for users to
log in to mobile applications and Web sites.

According to Apple, users will be able to sign in using their existing Apple ID after confirming through Face ID or
Touch ID.

Apps are still able to request names and email addresses, but Apple will offer an option to create a unique, random
email address that forwards messages to users' real inboxes.
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Apple's iOS 13 will be available this fall with new privacy updates. Image credit: Apple

Ultimately, this ensures that users' activity cannot be tracked within the app and tied to their profiles.

Sign-in options with Facebook and Google are already ubiquitous and valuable revenue streams. While these one-
click options are convenient, since users do not have to create new passwords for each new application, it comes at
the cost of privacy since developers are able to track individual users.

Apple will also be requiring that all third-party apps will need to include Apple sign in options to be listed on the App
Store. However, developers will no longer have the ability to mine the personal data of consumers using this option
for future marketing purposes.

Many luxury brands and retailers, including Dior, Gucci and Farfetch, have apps available to download through the
App Store.

According to a survey from Kelton Research and SheerID, two to one consumers want brands to request consent
before using their personal data. Only 8 percent are comfortable with marketers looking into social channels for
individualized information such as likes and activity for promotional purposes, including discounts (see story).

Net-A-Porter recently updated its mobile offerings. Image credit: Net-A-Porter

There will be other privacy-focused updates included in the new iOS launch this fall.

HomeKit Secure Video will soon allow video feeds from third-party cameras to be encrypted and sent to iCloud.
Users will also have the ability to allow apps to access their location "only once," instead of existing options such as
"always" and "when using the app."

"I think it's  also important to recognize that users won't have full autonomy over their data and privacy with these
features," Mr. Goldstein said. "With Sign in with Apple, for instance, Apple is still effectively managing your data.

"You may be further removed from third-party access to your information, but it's  not a purely private' experience," he
said.

Corporate criticisms
These latest features are one way that Apple is positioning itself as an outlier in the technology sector. Other big tech
mainstays, including Google, Facebook and Amazon, have been criticized for lax privacy policies.

In a February 2019 report, lawmakers in the United Kingdom accused social network Facebook of violating data
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privacy laws.

Parliament's Digital, Culture, Media and Sport select committee found that the platform "intentionally and
knowingly" violated both data privacy and competition laws. The committee also publicly requested that social
media companies be held liable for harmful content on their platforms and that political advertising laws be
updated (see story).

Decreasing permanence and increasing private communication, Facebook CEO Mark Zuckerberg has detailed steps
the company would like to take in the future to do what it believes will better serve its audience in a recent blog post
(see story).

Amazon's Alexa voice assistant and Echo devices have also been the subject of privacy concerns. Consumers can
be weary about adding devices with microphones or a camera to their homes.

As users are increasingly calling for control over their data, Amazon is letting Echo owners delete everything that
they said in a day from recordings. This command will eventually evolve to let users clear what they have just said to
Alexa.

As part of this privacy move, Amazon has created a new hub for its Echo devices that enable owners to understand
what information is being collected through the devices (see story).

However, advertisers have come to rely on this data to learn more about consumers. Together, connected devices,
services and data are expected to drive $19 trillion in economic growth around the world over the next decade,
according to projections from Cisco (see story).

"Luxury brands rely on targeting discerning customers," Mr. Goldstein said. "Although location and demographic
information can be relevant to identifying the target consumers, interest-based targeting tends to be more effective
for delivering relevant ads.

"Customers who visit specific Web sites or perform certain searches related to luxury goods and services exhibit a
tendency to buy them, so ads targeted to these consumers tend to convert well all without the need to access private
data," he said.
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