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Google disr upts adver tisin g w ith decision to
phase out thir d-par ty cook ies on Chr ome in
2 year s
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Google has accumulated enough clout to impact the bus ines s model of virtually any company doing bus ines s on the Internet. Image credit:
Google

By MICKEY ALAM KHAN

Internet giant Google will eliminate third-party cookies on its Chrome browser, ostensibly to improve privacy and
security for consumers but endangering the business models and targeting abilities of brands, retailers, marketers,
publishers and ad-tech vendors.

T he move, announced on Google's Chromium blog for Chrome, comes after similar pushback against third-party
cookies from Apple's Safari and Firefox. T he three browsers account for the bulk of Web traffic, although Chrome is
the leader on the PC-based Web and Android phones and Safari on Apple devices.
"We have known for a long time that third-party cookies would become a thing of the past," said Justin Scarborough,
programmatic media director at PMG. "T herefore, Google's announcement to phase them out of its browser in the
next coming years should come as no surprise.
"As brands prepare for this shift, as well as other legislative changes like CCPA, they must diversify their digital
marketing and advertising mix so that it is not overly reliant on one form of data," he said.
"Instead, brands should develop strategies that let them own all, or at least part, of their data instead of relying on
external digital platforms for targeted marketing.
"Data ownership is the only way brands will be able to develop the personalized marketing consumers desire and
expect."

Below in its entirety and unedited is the blog post from Justin Schuh, director of Chrome engineering at Google:
Building a more private web: A path towards making third party cookies obsolete
In August, we announced a new initiative (known as Privacy Sandbox) to develop a set of open standards to
fundamentally enhance privacy on the web. Our goal for this open source initiative is to make the web more private

and secure for users, while also supporting publishers. T oday, we'd like to give you an update on our plans and ask
for your help in increasing the privacy of web browsing.
After initial dialogue with the web community, we are confident that with continued iteration and feedback, privacypreserving and open-standard mechanisms like the Privacy Sandbox can sustain a healthy, ad-supported web in a
way that will render third-party cookies obsolete. Once these approaches have addressed the needs of users,
publishers, and advertisers, and we have developed the tools to mitigate workarounds, we plan to phase out support
for third-party cookies in Chrome. Our intention is to do this within two years. But we cannot get there alone, and
that's why we need the ecosystem to engage on these proposals. We plan to start the first origin trials by the end of
this year, starting with conversion measurement and following with personalization.
Users are demanding greater privacy including transparency, choice and control over how their data is used and it's
clear the web ecosystem needs to evolve to meet these increasing demands. Some browsers have reacted to these
concerns by blocking third-party cookies, but we believe this has unintended consequences that can negatively
impact both users and the web ecosystem. By undermining the business model of many ad-supported websites,
blunt approaches to cookies encourage the use of opaque techniques such as fingerprinting (an invasive
workaround to replace cookies), which can actually reduce user privacy and control. We believe that we as a
community can, and must, do better.
Fortunately, we have received positive feedback in forums like the W3C that the mechanisms underlying the Privacy
Sandbox represent key use-cases and go in the right direction. T his feedback, and related proposals from other
standards participants, gives us confidence that solutions in this space can work. And our experience working with
the standards community to create alternatives and phase out Flash and NPAPI has proven that we can come
together to solve complex challenges.
We'll also continue our work to make current web technologies more secure and private. As we previously
announced, Chrome will limit insecure cross-site tracking starting in February, by treating cookies that don't include
a SameSite label as first-party only, and require cookies labeled for third-party use to be accessed over HT T PS. T his
will make third-party cookies more secure and give users more precise browser cookie controls. At the same time,
we're developing techniques to detect and mitigate covert tracking and workarounds by launching new antifingerprinting measures to discourage these kinds of deceptive and intrusive techniques, and we hope to launch
these measures later this year.
We are working actively across the ecosystem so that browsers, publishers, developers, and advertisers have the
opportunity to experiment with these new mechanisms, test whether they work well in various situations, and
develop supporting implementations, including ad selection and measurement, denial of service (DoS) prevention,
anti-spam/fraud, and federated authentication.
We are looking to build a more trustworthy and sustainable web together, and to do that we need your continued
engagement. We encourage you to give feedback on the web standards community proposals via GitHub and make
sure they address your needs. And if they don't, file issues through GitHub or email the W3C group. If you rely on the
web for your business, please ensure your technology vendors engage in this process and share your feedback with
the trade groups that represent your interests.
We will continue to keep everyone posted on the progress of efforts to increase the privacy of web browsing.

Posted by Justin Schuh - Director, Chrome Engineering
© 2020 Napean LLC. All rights reserved.
Luxury Daily is published each business day. Thank you for reading us. Your feedback is welcome.

